



Integrated Authentication App
User Manual








Product Name : StonePASS


SSenStone Inc.





[bookmark: _top]
Contents
Prior to the Beginning	3
1.	Service Registration	4
2.	Service Web Login	10
















[bookmark: _Toc33619291]Prior to the Beginning
[image: C:/Users/AL/AppData/Roaming/PolarisOffice/ETemp/8004_8424184/image1.jpg][image: C:/Users/AL/AppData/Roaming/PolarisOffice/ETemp/8004_8424184/image2.jpg]
<Google Play Store App Installation>
<Apple App Store App Installation>
- Download the Integrated Authentication App from the Store and run.
- Search “StonePASS” from “Google Play Store” / “Apple App Store” and install.
- Run the App after installation.

1. [bookmark: _Toc33619292]Service Registration
- Service Organization Registration

<Service Organization Registration>
- A service organization should be registered before launching the App initially.
- Enter the Service ID and ID/Password used for login to the total information system and click the register button.
* Service ID: wsi
* ID : total information system ID
* Password : total information system Password

- Authentication method selection and mobile identification
  
- PIN registration<Authentication method selection>
<Mobile identification>
- Click an authentication method you want.
- Mobile identification is required when registering an authentication method initially.
* You can register additional authentication methods on the Menu > authentication setting management.
* 4 times authentication required if you select 4 authentication methods

   
<Enter PIN number>
<PIN number check>
- Enter PIN number.
- Re-enter the PIN number you entered before.

- Pattern registration
  
<Enter a pattern>
<Pattern check>
- Enter a pattern connecting minimum 4 dots.
- Re-enter the pattern you entered before.

- Fingerprint registration

<biometric(fingerprint/FaceID) registration>
- Register your fingerprint.
- Biometric(fingerprint,FaceID) information should be registered to the mobile device in advance.

[image: C:/Users/AL/AppData/Roaming/PolarisOffice/ETemp/8004_8424184/image13.png]- Authentication method setting

<Authentication method setting>
- Main menu > App setting
- You can add or delete the authentication methods on the App setting menu.
- 4 times authentication required if you select 4 authentication methods


2. [bookmark: _Toc33619293]Service Web Login
- ID primary login
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- Enter ID and lick the login button.

- Simple authentication


<PUSH alarm>
- After the primary login and clicking the authentication request button, a PUSH alarm is sent to the service registered mobile device.
* authentication should be done within 5 minutes from a PUSH alarm.
* A PUSH alarm is not delivered if the service is not registered to the installed App.
- It is authenticated with the authentication method registered on the authentication App previously.
* If there are 4 registered authentication methods, you should authenticate with all of them.
  (PIN, pattern, fingerprint, OTP)
- If OTP has been registered for an authentication method, enter an OTP number displayed on the secondary authentication page of the App.
   * If OTP has not been registered, it is automatically logged in after authentication on the App.
- Login is succeeded if the OTP number is correct.

- Login success
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